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discusses a class of (BTOS) focusing on the security of the system after

Keywords modeling the master and slave robots mathematically. The false data injection
Bilateral teleoperation system; attack is examined, where the attacker may inject false data into the states that
Attack detection; are being exchanged between the master and slave robots. The vulnerability
False data injection; of BTOS, where the attack destabilizes the system, is presented. A deep
Deep learning learning-based detection technique is proposed to detect the presence of false

data injection attacks. The deep learning model with convolution neural
network structure is trained and tested with considering complex attacks
where the attacker has full knowledge of the system and proficiency to
emanate and control the target system. The proposed model achieves 96%
validation accuracy, and the efficacy of the proposed deep learning detector
is demonstrated and tested into the BTOS.

This is an open access article under the CC-BY-SA license.

1. Introduction

Bilateral teleoperations systems (BTOS) have widely spread in the world recently. The technol-
ogy offers valuable features that assess humans in many areas. It simply has a set of actuators and
motors that allows humans to robotically manipulate an environment through a master, slave, and
communication link. These systems serve many purposes in areas such as in toxic environment [1],
[2], [3]. In space and deep water scientific studies and sometimes it can be as handy as performing a
remote surgery operation [4]. A BTOS system is shown in Fig. 1 to show the structure of the system.
As shown in Fig. 1 the structure starts with the master robot. All input of the system gets translated
in variable form during the human operator’s interference with the master robot. Mainly, the input
variables of the system are joint position g,, and velocity ¢,,. The human operator’s goal is to control
the salve robot by the actions performed on the master-slave, which are the variables of joint position
and velocity. Then, the variables of ¢,,, and ¢,,, are transmitted through a communication network that
allows the master to send actions to the slave and for the slave to send feedback on the action.
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Fig. 1. Structure of the BTOS

As the research on this topic has progressed, In the bilateral teleoperation system, network medium
is frequently employed as the communication channel especially the wireless communication network
via the internet [5]. It is advantageous to have internet-based communication that provides more flex-
ibility in the system, but also there are some disadvantages concerning the reliability of the data.
Dealing with a robot’s communication through the internet can pose disruption between the master
and slave robots’ data, which results in poor behavior of the system. Many research works have ad-
dressed these issues and experiments were conducted to solve them in the past. The results overcame
the unreliability issues and established a better performing communication in BTOS as [6], [7], [8],
[9], [10], [11] indicates. Currently, there are various issues that threaten the performance of BTOS
that need to be studied such as cyber-attacks. They are extremely dangerous and can lead to major
consequences.

Recently, more focus is brought on eliminating threats from cyber attacks as well as enhancing
the safety and security of the cyber-physical system (CPS). CPSs are a crucial part of the system and
their failure causes severe damage to the process and the capital. An example of CPS importance
in BTOS, is when Stuxnet malware entered Iran’s nuclear plant [12], causing the water system [13]
and the power transmission [14] to fail. Preventing cyber-physical attacks cannot be performed using
the traditional method of cryptography since it is not compatible. CPS requires its own system to
be modeled because of the nature of its behavior and constraints. If a cyber attack happens, it will
impact the physical system it is connected to. It also dangers people if the BTOS was implemented in
a plant that contains nuclear reactors or toxic materials. For this reason, information system security
is limited to operating in desktop and server applications and it cannot provide security for BTOS
[15].

As mentioned earlier, the cyber-physical system has a different approach from the information
system. They are two main parts to the system to implement a secure network. The first is to model
and design the attack. Second, model and design the defense mechanism, so the system does not
fail or behave abnormally. Many research in this area have been conducted to implement a secure
network and communication regarding identifiability and detectability of attacks [16], [17], [18]. In
[19], a survey on control design for the BTOS in nominal situations and in the presence of cyber-
attacks has been conducted. This work concluded that the presented methods in the control of BTOS
are to achieve the stability of a delayed bilateral teleoperation system in the presence of several kinds
of cyber attacks. In reference [20], false data injection attacks in the communication channel are
recognized using an offline identification method based on the least squares. In this study, in order
to represent the network’s packet dropouts and false data injection attacks, two Bernoulli distributed
variables are introduced.

It is crucial that the desired performance of the physical process is achieved in CPS through the
secure integration of computation, communication, and control. If they are not met by the CPS, the
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physical system behaves unexpectedly. Allowing for failures and loss of control to the plant [21].
In [22], a survey on communication networks and the challenges related to controlling systems was
highlighted with focusing on wireless communication. Especially, the CPS now has progressed along
with the advanced technology that is present in recent times. It can be found in essential and complex
processes all over the world. Examples of CPS being deployed in recent technologies involve smart
cities, transportation systems, medical systems, and many other applications that are sensitive to
failure [23]. However, various research methods have been conducted to overcome the issues of CPS
and further improve its performance. CPS can perform three actions in the defense mechanism when
an attack is present. They are Denial of Attack, Deception of Attack, and Replay of Attack [24].

Recent research focus on BTOS examines output feedback synchronization control of unsteady
bilateral teleoperation system with synchronization error limitations, time-varying delay, actuator
backlash-like hysteresis, and unknown control tendency [25]. In [26], the implementation of an in-
telligent system using deep learning for network control and monitoring was a focus of this work,
with the end objective of improving the level of precision inside the network and its applications. In
[27], authors proposed a methodology for developing a generalized machine learning-based model for
detecting DDoS attacks where the generalized behavior of the developed model is justified by demon-
strating a trade-off between high variance and high bias ML models. In this study, the authors claimed
that they achieved an improvement of around 20% compared to the previously achieved metrics. Au-
thors in [28] analyzed the performance of bilateral teleoperation systems under constant transmission
delays and random denial-of-service (DoS) attacks, and they suggested a mode-dependent switching
controller in order to reduce the impact of DoS attacks. In addition authors in [29] described a unique
Hidden Markov Model-based method for continuous operator authentication in teleoperated robotic
operations.

Most plants and industrial processes require safety in every aspect of the system. There should be
no tolerance for faults as a variety of subsystems is coupled with other subsystems. The presence of
wrongful data may carry unprecedented consequences to the process or even to humans. Therefore,
safety in the process should be implemented to guarantee no attacks and faulty data occur in the
process. CPS is responsible as mentioned earlier for the computation, communication, and control
of physical systems. In every process, these three elements are what make the automated process
function. If CPS was fragile, the physical system is vulnerable to cyber-physical attacks and doomed
to fail. Some potential hazards can be caused in supervisory control as the attacks ought to happen in
this area of control. Almost all systems have supervisory control embedded to allow control ability to
the operators. Attacks in this area mean the attacker can input faulty data, shut down, or even trip the
system. Such systems with supervisory control are water systems, power utilities, trains, pipelines for
gas and oil, and many other important systems [30], [31], [32], [33], [34]. In this regard, a powerful
tool like deep learning is required to tackle such challenges, since deep learning is a suitable technique
to solve the complexity of BOTS and any attack scenario a class of deep learning called Convolutional
Neural Networks (CNN) is proposed and studied in this article.

The main contribution of this work is proposing the Convolutional Neural Networks model to
detect a false data injection attack on a class of teleoperation systems. Bilateral Teleoperation Sys-
tems involving two nonlinear revolute robotic manipulators joined via a communication channel are
presented. On-content modification attacks are formalized and implemented on the BTOS system.

The remaining of the paper is structured as follows: In Section 2, the concerned BTOS system,
and On Content Modification Attacks model are presented. In Section 3, the detection methodology
and the proposed deep learning model are discussed, while the simulation and the numerical analysis
are shown in Section 4. Finally, the conclusion is drawn in Section 5.
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2. On Content Modification Attacks

2.1. The Concerned System

In this brief, the BTOS involves two non-linear revolute robotic manipulators joined via a com-
munication channel. The block diagram is shown in Fig. 1. In this work external disturbances and
friction. The mathematical model of this system is given as [35]. Where the system is consisting an
n-link in both the master and slave robot.

Mm(‘]m)q'?'n + Cm(‘]ma q;n)q;n + Gm(‘]m) =Th+ Tm

Ms(qes)q“s+CS(QS7QS)45+GS(QS) =Ts — Te M

The subscripts m and s represent the master and the slave robot, respectively. To make things

short we denote subscripts m, and s by . So, ¢;, ¢;, ¢; € R™ are the position, velocity, and angular

acceleration, respectively, Ci(¢;), G; € R(™x") is the centrifugal and Coriolis matrix, M;(q;) €

R(*71) ig the inertia matrix, Gi(q) € R(%1) ig the gravitational torque, 7; € R is the control input,
and 7., 7, € R("™) are torques exerted by the environment, human operator, respectively.

From the robotic manipulator’s point of view, the system has the following two fundamental
properties due to the Lagrangian dynamics structure [36]. P1: The inertia matrix M;(q;) is symmetric
positive definite with the following binderies:

/\mIn <= Ml(ql) <= )\MIn (2)

Both the Aps, A\, are the maximum and minimum positive eigenvalues of the inertia matrix M;(g;)
for the whole range of ¢;. P2: For the matrix Mz(qz) — 2C(¢;, qi) is skew-symmetric matrix under a
proper definition of C;(g;, ¢;). Three assumptions are made on the BTOS to simplify the theoretical
analysis of the attack implemented in this work.

Assumption 1 The network channel is stable and perfect, meaning the data losses and delay are not
reflected in the theoretical design of the attack.

Assumption 2 Both the environment and the human operator are exhibited as passive systems.

Assumption 3 To simplify the mathematical system of the BOTS expressed in (1), the gravitational
torques are pre rewarded such the following:

Tm = Um + Gm(Qm)

3)
Ts = Us + GS(QS)
By substituting (3) in (1) the BTOS dynamics is compact to the following mathematical model:
Mm(Qm)q;n + Cm(Qm7 q'm)q;n =Th+ Unm @)

Ms(Qs)q.ZS + CS(qSJ QS)(js =Us — Te

From the system structure and its mathematical model above. The data transferred between the master
and slave robot are the position and velocity signals (qZT , q'Z»T). In the normal operation stage where
there is no attack, we can design a PD-like compensator for the BTOS system as [37] and [9]. This
led to the following controller one for the master robot and the second one for the slave robot.

U = —Ka(Gm — ds) — Kp(gm — @) — KamGn

. 7 i ) &)
us = —Ka(ds — qm) — Kp(qs — Gm) — Kamds
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where Ky, K, and K, are the tuned parameters of the PD-like controller. K4, K, K4, € R(H),
Consequently, the resulting instructions hold.

The error in position is constrained (e, := ¢, — ¢s), and the error in velocity (€, := ¢m — Gs),
is asymptotically converges to zero. Meaning the limit of €, goes to zero. lim (n — 00)é, = 0. The
states synchronized in case of free motion. lim,, o €4 = lim,, o ¢4 = 0. when: (7, = 7, = 0) The
contact of the environment force is transmitted back to the human operator accurately if ¢; = ¢; = 0.
Both Assumptions 1 and 2 are required so the PD-like control scheme can be considered for the attack
design. However, Assumption 1 is used only in the theoretical design of the attack.

2.2. On Content Modification Attacks
The attachment conceded in this work is a false data injection. A formal description of the attacker

reflected in this work is described with the following assumptions

Assumption 4 The attacker has information on the controller gain, controller structure, and system
dynamics structure.

Assumption 5 The attacker can interpret, manipulate, forward, and receive the data across the
robots.

From these, we can define the attacker in this work to be an external hacker with the two Assumptions
4 and 5. the attacker can launch a false data (d € R”) and inject it into the target system this attack
is named a false data injection attack. As a result, the original data d € R is modified to be:

d=d+d (6)

From this definition, we consider the BTOS with the mathematical model in (1) that is controlled by
the PD-like controller described in (4). In this context, the attack is modifying the states across the
two robots

§=q+q=q+ Kq (7

Where G = (G, Gins Gss Gs)» @ = (Gns Gm, Gs, Gs ) and the gain K is a destabilizing false data injection
attack (DFDIA) with respect to the storage function given in (8). Where this storage function can be
considered a Lyapunov-like function for the system under concern.

V= 1/2(jsTMs(js + 1/2q'mTMmQ;n
+ 1/2(‘15 - Qm>TKp(QS - Qm) 8)
t t
- / G Thdt + By, + / Gs T edt + Be
0 0
In this context, the derivative of the storage function is given by
V= _q.sTKdeS - ququm - (jsT(Kd(st - Q;n)
+ Kp(gs = Gm)) = @i (Kaldim — ds) ©)
+ Kp(Qm - ‘js)) + (QS - q;n)TKp(QS - Qm)

This attack is fully discussed with proof in [38]. The contribution in this work is done on attack
detection using the DL techniques. The detection scheme is assumed to be placed with the encoding-
decoding structure. The false data detection in this work can detect any type of this class of attack.
We assume the detection is implemented in the discrete sequences.

gs = Ysqs + CsQm, Gm = Ymdm + ¥mQs, (10)
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4s = /’)73(]3 + ast + 'YSQmEm = aQO + asz + Ymds (11)
ai(t) =) agel K/ K=k, (1), (12)
k=0

ai(t) = (—Kp/Kq)ai(t), (13)

o0
7i(t) =D (0 — Vel KR 1 1) 1), (14)

k=0
3i(t) = (=Kp/Kq)(vi(t) = 1), (15)

where
Y < 0,7 +ap > 1+ Kgm/Ky (16)
Kpa;(t) — K, + Kqai(t) = — K, (17)
Kaoi(t) — Kq — Kqm = Kg(t) + K (t) (18)
1 t>0
U(t) = - 19
) {O e (19)
Up(t) = U(t — kT) — U(t — (k + 1)T) (20)
Kpyi(t) + Kqyi(t) = Kp, Kqvi(t) = —K(t) 21
Kj(t) = —Kaq Y _ (0 — 1)el /KR 4 )17 (1) (22)
k=0

Kg(t) = Z (Ka(( + 70 — 1)el= Ko/ K=K 17, (1) (23)

k=0

3. Detection Methodology Using Deep Learning

The proposed deep learning model for false data detection is illustrated in this part. In this work,
the target system is the BTOS system as explained above. The simple illustration of the system with
the proposed deep learning model is shown in Fig. 2. The deep learning model is placed before the
slave because of the reasons listed below. However, the deep learning model could be placed at the
top of the communication network but in this case, we have to consider the communication network
since the attacker may block the communication of the deep learning model. In this regard, the
appropriate place is to attach the deep learning model to the slave to protect the slave from any attack.
Furthermore, the slave is more important to defend since it reacts directly with the environment. the
main goal of adding the deep learning model is to detect if there is any abnormality in the system or
is a false data attack. The deep learning model will be discussed in detail in the coming section. The
model utilizes the simulation data we crate from the system simulation as will be explained in the
simulation section.

3.1. Detection Procedure

In this brief, the detection is executed in a discrete time. So, for each received data sequence
k; =1,2,3,.... First, the data (q'fnl, quﬂ) sent to the target end. In our case, the data was sent from
the master robot to the slave robot via the communication network. Then, the data will be received at
the target end. When the data is received it has to pass through the proposed DL Model for detection.
If the DL Model detects an attack it rejects the received data, then immediately the Deep Learning
post-attack compensator starts controlling the system and puts the system in a save mode. If not, the
DL Model can pass the received data and let the system work normally.
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Fig. 2. The Block Diagram of the Proposed System

3.2. Deep Learning Attack Detection (DL-AD) Model

In this section, we cover the process of designing and implementing the DL Detection model.
First, we illustrate the topology of the proposed model and it is hidden in deep layers. Then, an
explanation of the process of collecting the required data to implement the model is emphasized. The
training results and the model performance are discussed in Section VI.

Our proposed detection model is a Convolutional Neural Network (CNN) that consists of 7 fully-
connected deep layers each followed by a batch normalization emphasized [39] except the output
layer. Dropout layers are implemented in the design to prevent over-fitting [36]. The Rectified Linear
Unit (ReLLU) [40] is the used activation function except for the output layer. Fig. 3 is illustrating the
proposed CNN model structure where the input of the model is given as

Q(t)T = [q;n(t)v ds (t)7 an (t)v ‘js (t)] (24)

Algorithm 1 Deep Learning Detection Algorithm

1: fork=1,2,3,..do

2: On sending end:

3: Send (q'fnl’ anZ)

4: On receiving end:

5: Receive (¢~ 1, q" )

6: Input (4%, ¢¥,,) to the DL Detector

7: if (DL-AD = 1) then

8: Reject the received data, and raise the attack alarm.
9: else
10: Use the received data (g1, ¢,,2%).
11: end if
12: end for
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The loss function is the BCEWithLogitsLoss which combines both the sigmoid activation function
and the Binary Cross Entropy Loss function. The adaptive moment estimation (Adam) [41] op-
timizer is used as the optimization algorithm. The following model variables are considered hyper-
parameters: learning rate, number of hidden neurons, dropout probability, and batch size. We consider
the inputs to the model to be ¢(t) is defined in (24).

The data preparation stage included generating it by simulating the system performance as de-
scribed by (3) under the two described On Content Modification Attacks (7)-(23). After that, the
values of ¢(t) were recorded for random step inputs in the range [1 10] and labeled with either no
attack (0) or attack (1). Then, these data samples were arranged into 51102 patterns each having a
dimension of (5x1) with 95% training data set and 5% testing data set.

)
)

A 4

Conv_1(4,25)
Conv_1(25,50)
Conv_1(50,100)
v
Conv_1(100,50)
4
Conv_1(50,25)
Conv_1(25,4)
Conv_1(4,1)

Dropout(x)
Dropout(x)
Dropout(x)
Dropout(x)
Dropout(x)
Dropout(x)

[
[

Fig. 3. Proposed CNN model structure

Remark 1 The proposed CNN model plays a crucial role in both identifying dynamic systems and
detecting faults in addition it gives a post-fault model of the system [42]. In this manner, the CNN
model is proposed and tested in the BTOS in order to identify and isolate an attack in the system.

Remark 2 The target of this work is to detect the false data attack on the transmitted states through
the communication links. The proposed model applied in this paper is used for detecting the attached
system without using the attached states.

4. Numerical Analysis and Simulation

In this section, we discuss the results and the performances of the proposed DL attack detection
model as well as the DL post-attack compensator. The dynamics for the master and slave robot are
obtained by substituting M; = mi?, C; = 0, G;(¢;) = —mglsin(g;) in textcolorRoyalBlue(1), where
g is the gravity constant. The PD-like controller gains in (3) are Kp = 1, Kd = 0.5, and Ky, = 0.5.
The simulation time is 30 (sec). The initial conditions for BTOS are chosen as ¢, = 0.5, ¢, = 0,
qs = —0.5, gs = 0. The system operating in the normal situation is presented in Fig. 5, and all
states are stable. In Fig. 6, the attack characterized in Section 2.2 was implemented and applied to
the system. The system states were unstable in the presence of an attack.

The gains Kp, Kd, and K, used in the simulation are the tuned parameters of the PD-like
controller. The values of these parameters are obtained from [43]. The dataset has been collected
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and labelled into two categories (attack, and no attack). The dataset consists of 51102 samples half
coming from the attack category and the other half is labelled as no attack.

After training the model on 95% of the dataset, the proposed CNN model is Trained using Google
Collaboratory GPU resources and then integrated with the BTOS system in MATLAB and Simulink.
The minimum training loss (error) is 0.104338. Fig. 4 illustrating the training and validation losses
with respect to the epochs.

The proposed CNN model was able to classify attacks in the unseen testing dataset with 96%
accuracy and a loss of 0.073149. Hence, we conclude that our approach guarantees the detection
of cyber-physical content modification textcolorRoyalBlue(7)-(23) attacks with a high probability of
96%. The performance of the proposed model is shown in Fig. 7. The attack is started at time 10s
and the proposed model detects the attack with a 100% probability after 2s.

—— Training loss
0.225 A Validation loss

0.200 4

0.175 4

Loss

0.150 A

0.125 4

0.100 +

0.075 4

0 20 40 60 80 100
Epoch

Fig. 4. Training and Validation Losses (Error)

States

0 2 4 6 8 0 12 14 16 18 20 22 24 26 28 30
Time (sec)

Fig. 5. States Trajectory in Normal Situation (No Attack)
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Remark 3 The aim of this work is to detect and identify the attack using a deep learning model.
In this regard, the Pl-like Controller gains are taken from work done by authors in [43], and the
controller challenge is considered for future work.

5. Conclusion

A teleoperation system is referred to as a plant that is controlled remotely, and it is often com-
posed of a human operator, a local master manipulator, and a remote slave manipulator, all connected
by a communication network. Bilateral teleoperation systems (BTOS) include transmissions in both
the forward and backward directions between the master and slave. The cyber-physical system in
the bilateral teleportation system is infiltration-proof after applying deep learning attack detection.
DA-LD underwent data requisition and data recognition processes that enhanced the detection ability
of attacks. The recognition of the attack where the attacker contained internal dynamic information
about the system was prevented as well as the attack in the communication link. Such attacks can
cripple the slave robot, which directly impacts the physical system and the environment sounded the
slave robot. The proposed deep learning model with Convolutional Neural Network (CNN) archi-
tecture was trained and tested by considering complex attacks where the attacker has full knowledge
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of the system. The proposed model achieves 96% accuracy on the unseen dataset. Furthermore, the
efficacy of the proposed deep learning detector was demonstrated and tested in the BTOS.

As a future work, the technology of deep learning and attack detection can be improved to operate
on larger applications such as multi-agent robots. To test and effectiveness of the method and the sat-
isfactory performance it achieves, using different detection methods based on different variables can
show intriguing results. trying different Artificial intelligence also counts as future work. Testing the
detection of the attack on different obstacles and showing reliability in operation will be considered
future work in addition to hardware implementation.
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